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Cyberattacks have become an 
exception in modern business. 
Yet many businesses still rely on 

outdated protections that leave them 
vulnerable. Are antivirus software and 
firewalls enough? How can companies 
prove that cybersecurity investments 
are actually reducing risk? And what 
happens when AI becomes both the 
weapon and the defense?

Three St. Louis experts recently 
joined the Business Journal’s Table of 
Experts to discuss how mid-market 
companies can strengthen their 
defenses, from building real incident-
response plans to tightening vendor 
oversight and updating their cyber 
insurance to fit the fast-moving nature 
of today’s threats.

Robert Bobroff, publisher of the St. 
Louis Business Journal, moderated the 
discussion with:

•	 Jason Gotway, Partner and 
Technology Practice Leader, Anders 
Technology

•	 Hannah Ji-Otto, Partner, Quarles & 
Brady LLP

•	 Todd Chollet, CIC, CLCS, Senior Risk 
Advisor, Laken Insurance

ROBERT BOBROFF: Jason, what are 
the biggest blind spots companies face 
when relying on traditional IT security? 

JASON GOTWAY: The keyword 
there is “traditional.” It’s a false sense 

of security if you’re using traditional 
methodologies, like antivirus and two-
factor authentication on email and having 
a firewall. 

But historically speaking, people feel 
like if you have those things, you’ve done 
enough. And that’s just not true anymore 
— we have to go with a more modern 
approach. 

Yes, you still have to have your antivirus 
and two-factor authentication. You 
have to have a firewall. But there are 
new things, like zero trust, protecting 
identities, and authentication. 

These are a few of the things that 
prevent adoption — people ask, “Do I 
really need to have a security professional 

monitoring all of my alerts 24 hours a 
day?” The answer is yes. 

You know, it’s not just your email 
anymore. It’s not just your computer 
anymore. It’s across the board. Anywhere 
an attacker finds value, those are the 
areas where we have to have security 
monitoring continually. 

Blind spots turn into overconfidence — 
and my friends not in IT remind me that 
there’s no shortage of overconfidence in 
technology. But I think a way to combat 
those blind spots is to join peer groups 
where you’re finding out what other 
people are doing and staying up to date. 

HANNAH JI-OTTO: I think traditional 
IT security will lead to a false sense of 
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a patchwork of international and 
domestic data privacy and cybersecurity 
frameworks, which has made compliance 
really difficult for businesses. When things 
go wrong, as we see a lot during breach 
response scenarios, costs can add up 
quickly. You’re dealing with everything 
from forensic work and notification to 
regulatory scrutiny and class-action 
exposure, not to mention reputational 
damages. 

Practically, data governance means 
knowing your people, data and vendors. 
That would mean assigning accountable 
owners, inventory your data, only 
keep the data you actually need and 
manage your vendors. Then, we want 
to set simple, enforceable rules for 
access, retention, deletion, cross-border 
transfers and breach cooperation. Most 
importantly, we want to pressure-test 
them with tabletop exercises. 

If we do it well, data governance lowers 
regulatory and litigation risk, reduces the 
cost of compliance, strengthens customer 
trust, improves data quality, shortens 
sales cycles and turns incident response 
from a scramble into a timely evidence-
based process.

TODD CHOLLET: I think about a 
couple of things you mentioned when 
it comes to insurance claims. What 
often drives claim costs higher is this 
misunderstanding of what data you have 

security and overconfidence. It’s good 
at guarding the “front door,” but it often 
misses what happens inside the house: 
insider activity, cloud and SaaS settings, 
and weaknesses in vendors and partners. 
Regulators increasingly expect companies 
to see and manage these risks. As a 
privacy counsel, I often see basics being 
overlooked: companies don’t know where 
their data are. They have ad hoc vendor 
review systems and incident-response 
playbooks that never got tested over the 
years. Those gaps turn a technical issue 
into a legal one. 

BOBROFF: Hannah, why is robust data 
governance increasingly critical in today’s 
business landscape? 

At the core, data governance is  the 
operating system for a company’s data 
and technology. You want to have clear 
rules, policies and processes for what you 
collect, how the data is classified, who can 
use or share it, and when it is retained or 
deleted. It matters significantly because 
regulators and consumers now expect 
data to be handled in a secure way, and 
cybersecurity and privacy issues are 
more likely to be a board-level issue. The 
complicating factor to establish a good 
data governance system is that your data 
now increasingly lives across different 
software, apps and vendors and AI tools.

That’s the business landscape, and 
in the legal environment, there’s now 
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and where the data is. Why are you saving 
data that’s unnecessary or ancient? Could 
you miti gate the cost by just purging 
it? From a claim severity standpoint of 
understanding what you have and where 
it is, those management tools can miti gate 
the cost of a claim. 

BOBROFF: Todd, can you talk a litt le 
bit about cyber insurance variati ons, 
standalone coverage vs. sub-limits, 
endorsements and exclusions?

CHOLLET: There’s a lot of 
misunderstanding about what cyber 
insurance is. The smaller the organizati on 
gets, the more misunderstandings there 
are about cyber insurance. We sti ll talk 
to people on a regular basis who say 
they have cyber insurance, and fi nd it’s 
an endorsement on a policy that covers 
maybe $50,000 worth of data breach 
costs. That’s not going to get you very far 
in a claim. 

So, I think there’s sti ll just this 
misunderstanding of what cyber is, and 
cyber isn’t a prepackaged one-size-fi ts-
all thing. It really needs to be tailored 
to fi t what the organizati on needs. And 
that could take a lot of diff erent forms 
— even if you carry a standalone cyber 
policy, there are sub-limits, exclusions and 
endorsements that can be added on or 
removed. You can manipulate the policy 
to respond how the organizati on wants. 
It’s important to realize that there’s no 
right or wrong coverage; it’s what the 
organizati on is comfortable with and 
whether it will respond as they expect in 
the event of a claim.

One of the hot issues right now is 
dependent business interrupti on. If a 
vendor or an IT provider of yours goes 
down because of a cyber-breach or 
system failure, is your business set up to 
withstand that type of impact? Is your 
cyber policy structured to respond to 
those risks? You really have to understand 
the nuances of a policy.

GOTWAY: That’s why when we’re 
fi rst introduced to organizati ons, one 
of our questi ons is, “Do you have cyber 
insurance?” We know what a big deal it 
is, because the odds aren’t in your favor if 
you don’t have it. In these situati ons, we 
ask that clients have a good relati onship 
and an ongoing conversati on with their 
insurance broker, because a lot of them 

just treat it as “yes” or “no.”There’s so 
much more to it aft er the fact. 

CHOLLET: And it’s a constantly 
evolving situati on. Cyber-insurance is a 
prett y young insurance product, relati vely 
speaking. In the past fi ve years, policy 
forms have evolved quite a bit, and there 
has been more consistency from carrier to 
carrier, but there’s sti ll a lot of proprietary 
language and variati ons out there.

JI-OTTO: And like you said earlier, 
$50,000 really doesn’t go very far when 
it comes to covering all the costs of 
a data breach. As a privacy counsel, 
I’ve seen the costs for responding and 
miti gati ng a single breach may include 
engaging forensic fi rms to come in and 
take a look at what happened, noti fying 
individuals and regulators according to 
state breach response laws and providing 
credit monitoring to aff ected individuals. 
If it’s a ransomware breach, we also 
engage ransomware negoti ators and 
consider whether a ransom payment 
is necessary. On top of that, you 
oft en need PR specialists to help craft  
clear communicati ons for employees, 
customers, partners, or the general public. 

And that’s not the end of the story. 
Aft er the breach, companies oft en 
face a whole new wave of problems. 
We see companies that were breach 
victi ms getti  ng sued aft er the breach 
including class acti on lawsuits, which can 
be really expensive. We’ve seen state 
att orneys general step in to investi gate 
and demand answers for consumers. So, 
when you consider all these risks and 
potenti al expenses, it really makes sense 
for companies to weigh them carefully 
against the cost of maintaining robust 
cyber insurance coverage.

CHOLLET: The tools to identi fy 
what limits are necessary have gott en 
bett er, too. I think historically, there 
was a lot of guessti mati ng based on 
the cost per individual record. Now, 
there’s more claim data to base it on, and 
there are modeling tools that can give 
organizati ons a bett er idea of what limits 
they should carry. 

BOBROFF: Jason, how is AI changing 
both the threat landscape and defensive 
strategies? Further, how is AI leveraged 
by att ackers, and how can you uti lize AI 
to stop att ackers? 

GOTWAY: Whenever we’re talking 
about how AI is impacti ng organizati ons, 
we say that from the highest level, you’re 
being scanned all the ti me. No matt er if 
you have a very good security posture 
or not, you’re being scanned all the ti me. 
Then, if a weak spot is identi fi ed, it may 
gain further att enti on from an att acker, 
again potenti ally using AI to accelerate 
the process. Go down another level, and 
someone will evaluate how easily your 
vulnerabiliti es can be exploited and the 
how valuable you are as a target. 

AI is increasingly used aft er those scans 
to help att ackers interpret what soft ware 
or versions you’re running and whether 
known vulnerabiliti es apply. If something 
looks exploitable, AI can help an att acker 
analyze possible att ack paths faster. 
That’s how I want organizati ons to think 
— not to make them paranoid, but to be 
matt er-of-fact that this is happening. 
As it relates to your own scans, periodic 
penetrati on tests aren’t enough anymore. 
This initi ati ve has to be a constant 
scan, just like you’re being scanned by 
automated systems. That’s the way I feel 
AI is working against us. 

Now, how we can stop it is by looking 
at vendors. Every organizati on has a 
ton of vendors,. I’m zeroing in on the 
ones doing cyber, and I’m asking those 
vendors, “What AI are you baking into 
your soft ware to make my life easier and 
make us more secure?” A lot of ti mes, 
they can give you very specifi c answers. 
So, it’s important to focus on selecti ng 
vendors that are doing that work for 
you and leveraging AI. Ulti mately, AI 
defense functi ons provided by vendors 
may identi fy and review issues faster 
than what would formerly have been 
performed by a human security team.

CHOLLET: I think the barrier to entry 
for these att ackers is so low now. In 
the past, you may have had to be this 
wizard who knew how to move around, 
but nowadays, you just have to buy a 
ransomware-as-a-service applicati on and 
you’re armed with the tools you need to 
exploit any business you want. That’s the 
scary thought for me. 

GOTWAY: Yeah, and then there are 
very simplisti c ways — you know, we 
used to be able to spot a fake email by 
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misspelled words, bad grammar, and all. 
Now, an attacker can throw it in ChatGPT 
and ask for an email in the perfect dialect 
for the right area.

JI-OTTO: Speaking of that, a few years 
ago, I learned threat actor groups were 
aware that their English was a problem 
when it came to making their phishing 
emails look legitimate, so they hired 
more English speakers to improve their 
customer service. Now with AI tools, they 
can polish up their emails so much more 
effectively.

BOBROFF: Hannah, as artificial 
intelligence becomes more deeply 
embedded in business operations, which 
governance models are proving most 
successful in balancing innovation with 
regulatory compliance? 

JI-OTTO: In today’s rapidly evolving 
regulatory environment, organizations 
need to adopt an agile AI governance 
framework to remain both innovative 
and compliant. From a legal perspective, 
the federal government has not enacted 
a comprehensive AI regulation and is 
taking a lighter-touch approach, but 
individual states, including California, 
Colorado, Utah and Texas, have 
implemented their own AI statutes. On 
the international level, the European 
Union has a very comprehensive 
framework governing AI and data use. 
China also has a targeted requirement 
for AI implementation and deployment. 

In this shifting regulatory 
landscape, businesses that want to 
remain compliant need to have AI 
governance that’s broad enough to 
cover the fundamental requirements 
across different jurisdictions, yet 
flexible enough to adapt to changing 
regulations. I think the most effective 
governance models need to balance 
speed and compliance through clear, 
risk-tiered controls and defined 
ownership. A cross-functional team 
is also essential, as it is important  
involve legal, IT security, privacy, and 
business representatives establishing an 
enterprise’s standards. Then you want 
to have embedded AI product owners  
responsible for applying those standards 
across different use cases based on 
assessed risks.

I think one practical takeaway for 

AI adoption is the importance of 
vendor diligence, like Jason touched on 
previously. Vendor diligence includes 
managing intellectual property risks, data 
rights, and IT security. A well-defined 
AI use policy clarifies organizational 
expectations and boundaries.

BOBROFF: Todd, talk to us about 
cybercrime, specifically the fraudulent 
transfer of money. 

CHOLLET: This is the most frequent 
claim happening right now. Ransomware 
makes the headlines, but fraudulent 
transfer of money — whether it’s through 
social engineering where you have 
somebody in the organization that listens 
to an instruction from a third party and 
transfers the money themselves, or 
you have a threat actor that’s acquired 
credentials to log into a bank and 
transfer the money — it’s just happening 
very frequently. So, putting policies and 
procedures in place to combat that is 
important. One of the simplest things 
you can do is just pick up the phone and 
call wherever that money’s going. Have a 
predefined number to call and ask, “Hey, 
did you send me an email and ask for 
this money?” Don’t use the same form of 

communication that was used to request 
the money. 

There are other things you can do — 
working with someone like Jason to make 
sure your technical protections are up to 
date and making sure you have a good 
partnership with your banker. Don’t count 
on your bank to fix everything, but you 
should work them to familiarize yourself 
with their fraud protection tools.  

GOTWAY: I see attacks all the time. 
Whenever you see one, you think, “I 
wonder if the companies that handle my 
data are thinking about cybersecurity like 
I do. 

The last couple of attacks that I saw 
involved token theft, where somebody 
clicks on something they shouldn’t and 
an attacker gets access to a token. I don’t 
know how many people know about that 
yet. It’s a part beyond passwords and two-
factor authentication that people need 
to know about to protect themselves and 
their organization.

CHOLLET: Yeah, certainly none of these 
are going to prevent 100% of cybercrime. 
I think that’ll be a never-ending battle. 

That’s on the front end — preventing 
it — but you also want to make sure 
your policy responds to these sorts of 
scenarios on the back end. 

Most policies will have a sub-limit — 
even if you buy a million dollar policy 
— on the transfer of monies to $100,000 
or a quarter million. And a lot of these 
transfer claims are for $500,000 or 
$600,000. In industries like real estate 
and construction, it’s not unusual to be 
wiring half a million dollars to a vendor. 
Now there are options to build up towers 
in excess of the sub-limits to add more 
layers of protection. It goes back to 
understanding your policy.

JI-OTTO: If a business has already 
wired $1 million to a threat actor, the 
legal counsel is often asked, “How can 
we get this money back?” Unfortunately, 
the chances of recovering those funds 
are extremely low. Many threat-actor 
groups operate outside  the United States, 
making it very difficult to trace the money 
and bring these groups into the U.S. court 
system.

BOBROFF: Hannah, what trends are we 
seeing in cyber-incidents and the costs 
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associated with mitigating those risks? 

JI-OTTO: Lately, we’re seeing that 
threat actors are increasingly using AI to 
carry out their schemes and attacks. IBM’s 
current Cost of a Data Breach report 
for 2025 which came out this summer, 
reported that one in six organizations 
experienced breaches linked to AI-driven 
attacks, and the most common types of 
AI-enabled techniques include phishing 
and deepfake impersonations. Shadow 
AI was also involved in 20% of data 
breaches. I also learned from my forensic 
friends that some of the threat-actor 
groups have started using AI chatbots 
to take ransomware payments. It’s ironic 
that their business is doing so well that 
they need to implement an AI chatbot to 
manage ransom payment. 

The costs associated with these risks 
are substantial. There are direct costs, 
including containing the breach, but 
then there are the costs of forensics, 
notifying individuals and regulators, 
credit monitoring, and PR. Downtime is 
also a major factor, along with system 
restoration. According to the same IBM 
report, the average breach cost for United 
States organizations hit a record high of 
$10.22 million.

GOTWAY: If you’re sitting in the room 
during an incident response, there may be 
a couple of attorneys, there’s the response 
team, the IT people, the breach coach and 
the insurance people. You can just feel 
the meter running, so it’s no surprise how 
much it adds up.

CHOLLET: That’s why understanding 
the data you have and doing the tabletop 
exercises and the incident response 
planning can make such a difference in 
the claim cost. And having somebody in 
the business who will be able to make 
decisions and not have to leave the room 
and take that information to a decision 
maker, then come back — that’s a lot of 
wasted effort.

JI-OTTO: Exactly. Some companies 
don’t have a process in place beforehand. 
So during the breach, they have to 
scramble and figure out whom to call. 
Sometimes, if it’s a ransom breach, all the 
systems are down, so it’s not easy to get 
in touch with leadership. That’s why it’s 
really important to make those decisions 
ahead of time. 

CHOLLET: I think that idea is really 
hard for people to grasp, that I’ll show 
up in my office and won’t be able to do 
anything. So, even when you present 
the idea, they’ll say, “Oh, I’ll just go get 
another computer and start fresh.” But 
that doesn’t take into consideration all 
of the simple steps of what would have 
to be done. Even your phone numbers 
are integrated in technology. Nobody 
remembers phone numbers anymore. So, 
when you’re in a panic in an emergency 
situation, having simple things planned 
out can make a big difference.

BOBROFF: Jason, what does real 
incident response readiness look like for 
mid-market companies? 

GOTWAY: There are mid-market 
companies that are very underprepared, 
and then ones that have done the 
tabletop exercises and are able to 
continue, not panic, because they’ve 
adequately prepared. Organizations that 
are ready have well-documented incident-
response plans — and not something 
straight off of a website. It’s one that 
you’ve read and understood and tailored 
to how it applies to you. Essentially, 
you’ve customized your readiness plan to 
how you react. Every business is different. 
They store their data in different ways. 
But having that incident response plan 
ready to use is very important, and you 
don’t want to be in a spot where you’re 
learning things about your environment in 
the middle of a situation. You don’t want 
any arguments about what gets restored 
first to get business operations back to 
normal. 

The thing I probably hear the most is, “I 
just want things to go back to normal as 
fast as possible.” And, for that to happen, 
you have to be ready for these incidents 
to occur, with an order of operations for 
figuring out what’s most valuable to be 
restored. Whenever you have all of that 
in place, then you’re set up for success 
post-incident.

JI-OTTO: From a legal perspective, 
companies are required by state laws 
to notify individuals and regulators if 
personal data is involved in a breach. 
Mid-market companies face the same 
notification clock as big companies do, 
even though they have a leaner team 
to handle all of that. So, it’s even more 
important that critical decisions about 

how to respond to the incident are made 
in advance, so the company doesn’t go 
into panic mode. 

GOTWAY: Yeah, your incident response 
plan and then tabletop exercises to test 
that. Anytime you have a big change 
within your organization that may have 
an impact on your documents, those 
tabletop exercises are important.  Beyond 
that, in my opinion, you should conduct 
them quarterly. Monthly may be slightly 
unrealistic. The goal should be that you 
are familiar with the plan, and you’re 
not dusting it off whenever you have an 
incident. 

BOBROFF: Todd, talk to us a little bit 
about best practices for cyber-controls. 

CHOLLET: I think we’ve come a 
long way in the past five years. There 
was really a big shake-up and wake-up 
among all organizations post-COVID. 
As more people worked remotely, that 
came at a time when cyber incidents 
were growing, and that really exposed a 
lot of businesses. After that, insurance 
companies responded by telling these 

companies they needed to start taking it 
seriously and putting protections in place. 
Before that, a lot of companies were just 
checking a box, buying cyber-insurance, 
and that was their incident-response plan.

Businesses have come a long way 
toward putting controls in place. Large 
organizations are doing it more than 
smaller ones. But even then, we still 
hear about attacks on a regular basis  
where simple things like multi-factor 
authentication and data segmentation 
aren’t in place. And if they’re not in place, 
you’re not as well protected on the front 
end and not as prepared to mitigate claim 
costs on the back end.

GOTWAY: Yeah, when the attestation 
document comes out and the first four 
things — MFA for email, MFA for VPN, 
MFA for your cloud, all the way down the 
line — that’s these controls. Traditionally, 
you might think if you’ve got it on your 
email, you’re covered. But you forgot 
about all these other things.That’s why the 
attestation document is a huge deal. 

JI-OTTO: We’re noticing a trend 
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with SaaS vendors in the last few years. 
More and more customers are building 
cyber-insurance requirements right into 
their contracts. Instead of leaving it vague, 
these agreements oft en spell out exactly 
how much coverage a vendor needs to 
carry. It’s becoming less of a “nice to have” 
and more of a standard expectati on in the 
relati onship.

CHOLLET: Yeah, that’s become a 
bigger issue in the past two years with 
the breach with Change Healthcare 
and how many businesses that aff ected 
downstream and with CrowdStrike last 
year and how many businesses that 
aff ected. So, there’s been more focus 
on paying att enti on to your vendors and 
their cyber-posture, and what policies 
and insurance they have in place. When 
our clients get presented with those 
agreements, we always tell them to check 
with their broker and make sure that what 
they’re being asked is appropriate or even 
att ainable. Looking at the cost of the 
insurance and the value of the contract — 
do they match up?  We’ve had situati ons 
where we’ve had small businesses being 
asked to carry $10 million in cyber 

insurance. The cost of that policy is going 
to outweigh the revenue they receive 
from the contract.

BOBROFF: Hannah, what roles does 
cyber due diligence play during mergers 
and acquisiti ons? 

JI-OTTO: Cyber due diligence is now a 
core part of M&A, because so many deals 
are data driven. You’re not just buying 
the technology or the company, you’re 
also buying the data, the data rights and 
the security practi ces that protect the 
data. That means it’s really important to 
evaluate the privacy posture, and the data 
inventory, third-party dependencies, and 
how the target company manages access, 
backups and incident response. 

An important way to appropriately 
allocate the risks is through the 
transacti on documents. As the buyer, you 
want the representati ons and warranti es 
in the Asset Purchase Agreement/Equity 
Purchase Agreement to cover compliance 
with privacy and cybersecurity laws, 
accuracy of disclosures, incident 
history, security controls, and vendor 

oversight. Add practi cal covenants and 
a post-close remediati on plan, and 
use targeted indemniti es with sensible 
caps to backstop known issues. For 
higher-risk profi les, consider reps and 
warranti es insurance with cyber-specifi c 
endorsements. The goal is to make clear 
who owns which risks so the business you 
buy is the business you get.

GOTWAY: A lot of ti mes, too, there 
may be no history of a cyber incident, 
but you can tell that the environment 
is in really bad health, either from a 
performance perspecti ve or cyber-
security, and you don’t want an incident 
on day one. So, I do like having the 
appropriate people doing due diligence 
and having a plan together for a merger 
or acquisiti on to avoid introducing 
unnecessary risk. That way you can 
immediately say, “These are the changes 
we need you to make beforehand, or 
these are the changes we’re going to 
make right aft erward, so we’re not 
putti  ng the businesses at risk.”

Typically, in any M&A transacti on, one 
business of the two (or more) will be 
healthier than the other from a cyber-
security perspecti ve. In many cases, it’s 
the company getti  ng acquired that’s not 
as healthy.It may take a lot of money to 
bring another organizati on up to speed, 
which could change the value of the deal.

CHOLLET: The stati sti c that comes 
out every year in that IBM report is that 
it takes, I think, seven to nine months 
before an att ack is even discovered in the 
system. So, it would not be great to make 
a purchase and then fi nd out post-close 
that there’s an ongoing att ack. 

BOBROFF: Jason, talk to us about 
how leaders can validate that their 
cybersecurity spend is actually reducing 
the risk.

GOTWAY: If you implement a 
cybersecurity strategy or a plan, and you 
start seeing fewer att empted att acks or 
less logging happening, where there’s 
just less of a footprint evident, you know 
you’re moving in the right directi on. I kind 
of relate it back to about 10 years ago, 
everybody was starti ng to have a decent 
fi rewall with a litt le extra functi onality. 
And then, when fi rewalls got bigger 
processors, you could do geographic IP 
blocking where you just block att acks 

coming from abroad. Once that became 
an opti on, there was less acti vity in the 
logs. So, once you start shrinking that 
footprint, that’s something I like to share. 
Those are the easy ways to quanti fy 
that there are fewer att empted att acks 
occurring, ulti mately contributi ng to 
reducing your risk. 

CHOLLET: I like it when clients tell us 
what they’ve been doing. Be forthcoming 
with your improvements, not necessarily 
the quanti ty of money you’ve spent, but 
what enhancements you’ve made, so that 
your broker can communicate that to 
the market and make sure you’re getti  ng 
the best pricing and the best terms and 
conditi ons that are available. 

GOTWAY: And there are defi niti ve, 
nice-to-haves that you can tell everybody 
you’re buying. But then there are the 
absolute must-haves that I think insurance 
will be very interested in. I always get a 
litt le concerned by some of the products 
people are buying, thinking they’re doing 
a good job, but there may be areas that 
may have a higher priority. Nothing’s 
bulletproof, but you’re improving by 
focusing on the must-haves.

JI-OTTO: Traditi onally, I saw companies 
that put graphics on slides showing how 
year aft er year, spending was going down, 
and the spend corresponding to incidents 
was also decreasing. They thought this 
demonstrated that they were reducing 
risks. However, this has changed. Last year, 
as Todd menti oned earlier, we saw how 
large-scale incidents such as the Change 
Healthcare breach and CrowdStrike 
outage that aff ected hundreds of millions 
of people, triggered cascading eff ects 
across multi ple industries, and led to jaw-
dropping fi nancial losses. The traditi onal 
method is no longer an accurate way to 
measure risks. 

Benchmarking is very important. For 
instance, over the past couple of years, 
health care companies have consistently 
ranked number one for the highest 
average cost of miti gati ng a breach 
involving personal health informati on, 
with fi nancial service companies coming 
in second. So, if you are a health care 
company, it makes sense to invest more 
in risk miti gati on. We represent diff erent 
companies across diff erent industries, and 
can help you benchmark and serve as a 
sounding board.


